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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with
their children, should they feel it is needed. This guide focuses on one topic of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com
for further guides, hints and tips for adults.

It can be challenging for parents and carers to know whether
children are spending too much time on their devices. Furthermore,
it’s even more of a challenge to know whether a child is addicted to
the internet and social media. As technology is becoming more
pervasive, children and young people are experiencing tech - related
dependencies. Do we as parents and carers have the knowledge to
identify and support children and young people who may be
developing an addiction to their devices?

47%
of parents

said they thought their
children spent too much
time in front of screens

What parents need to know about

SCREEN ADDICTION
HEALTH &
WELLBEING
Children as young as 13 are attending
‘smartphone rehab’ following growing concerns
over screen time. There are now help centers in
the UK which deal with screen addiction for
children and adults showing the seriousness of
device addiction. The World Health Organisation
(WHO) has officially recognised gaming addiction
as a modern disease. The condition was
confirmed as part of their International
Classification of Diseases (ICD) which serves as an
international standard for diagnosing and
treating health conditions.

LOSS OF INTEREST
IN OTHER THINGS

CONFIDENCE,
SUPPORT & ADVICE

Your child may become less interested in
anything that does not include their device. You
may notice that your child is missing school time
and generally being less engaged with other
activities in the home. It is important to discuss
this with your child as soon as you notice a
behaviour change.

The Children’s Commissioner report ‘Life in
Likes’, explored how children aged 8-11 are
using social media today. It showed that
children are using their devices to speak to
their online friends about their problems and
seek acceptance and support, removing face to
face interactions.

APPS CAN BE
ADDICTIVE

LACK OF SLEEP

Apps have been designed with ‘psychological
tricks’ to constantly keep grabbing your
attention. One example of this is on the app
Snapchat, where you can gain ‘streaks’ when
interacting with your friends. If you don’t
respond, you lose the streak. This addictive
nature of apps aims to engage children and
keep them coming back for more.

7 out of 10 children said they had missed out
on sleep because of their online habits and
60% said they had neglected school work as a
result. It is important that children get the
sleep they need in order to focus the next day.

Top Tips
for Parents
LIMIT SCREEN TIME

LEAD BY EXAMPLE

In today’s digital age, technology is an important part of
a child’s development so completely banning them from
their device will mean they are missing out on a lot,
including conversations and communication with their
friends. Rather than banning them from using their
devices, we suggest setting a screen time limit. Work out
what you think is a suitable and healthy amount of time
for your child to be on their device per week. Remember
that your child may need to use devices for their school
homework so only set screen limits on recreational time
on their device. Once you have established this, have the
conversation with them to discuss why you are
implementing a screen limit. There will be others in your
child’s friendship group who will not have screen limits
set and will be sending messages when they do not have
access to their phones.

Children model their behavior on their peers, so if their
parents are constantly on their device, they will see this
as acceptable. Try limiting your own screen time and
follow the same rules you have set for them. If you have
asked your child to not use their device at the table, make
sure you don’t. Try setting house rules that the whole
family abide by.

It may seem like an obvious solution, but encouraging
children to play with their friends, read a book, or playing
outdoors will help them realise they can have fun
without their device. Playing football, trampolining,
camping, going for a walk or swimming are all healthy
replacements for screen time. Try to join them in their
Outdoor activities to show your support.

Setting a rule about removing devices from bedrooms
will help your child to get the sleep they need and be
more focussed the next day at school. 20% of teenagers
said that they wake up to check their social network
accounts on their devices. Even by having a device
switched off in their bedroom, they may be tempted to
check for notifications.

LESS TIME MEANS
LESS EXPOSURE

52% of children aged 34

There are many risks associated with devices, such as
cyberbullying, grooming, sexting, viewing inappropriate
content etc. Less time spent on a screen means that a
child will be less exposed to these risks.

MOBILEFREE MEAL TIMES

Have you tried to settle your child by giving them a tablet
at the dinner table or restaurant? This may seem like a
quick fix to calm them down but in reality, it is
encouraging them to use their device as a distraction
from conversation and dealing with their emotions. We
suggest removing all technology from the dinner table
and having conversations with your family about how
their day has been.

go online for nearly

9hrs a week

82% of children aged 57
STATISTICS

ENCOURAGE ALTERNATE
ACTIVITIES

REMOVE DEVICES FROM
THEIR BEDROOM

go online for nearly

9.5hrs a week

93% of children aged 811
go online for nearly

13.5hrs a week

99% of children aged 1215
go online for nearly

20.5hrs a week

Children and Parents: Media Use and Attitudes Report 2018

SOURCES:
https://www.independent.co.uk, Children and Parents: Media Use and Attitudes Report 2018: https://www.ofcom.org.uk, http://uk.businessinsider.com/how-app-developers-keep-us-addicted-to-our-smartphones, Journal of Youth Studies:
https://www.mirror.co.uk/tech/one-five-kids-losing-sleep-9653986, University of Leeds: https://medhealth.leeds.ac.uk/news/article/1296/lack_of_sleep_damaging_for_children
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 12.06.19
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At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.

What you need to know about...

LOCATION
TRACKING

Brought to you by

?
What is it?

www.nationalonlinesafety.com

?‘Location Tracking’ ?
Location tracking has always been a
fundamental part of the way mobile phones
work, the most basic element of which is the
ability to triangulate a device’s position in
relation to a mobile network’s radio masts. As
smartphones became popular, Global
Positioning System (GPS), Wireless
networking (Wi-Fi), and Bluetooth Low Energy
(BLE) technologies complemented this, any
one or combination of which can now feed
highly accurate location data via any app on
that device.

How Does it Work?

Know the Risks

Based on consent

Non-consensual monitoring

In the UK, data protection laws require that access
to a person’s personal data (including their
location) is based on consent. In principle, the
same protection applies to children even when
parents use location tracking to keep tabs on
them although this is a grey area for under-16s.

Whilst location tracking has many benefits, a
number of apps have recently emerged that allow
location data to be sent to third parties. This
inevitably raises the risk of location tracking via
apps being used, without consent, to keep tabs on
someone’s whereabouts.

Location sharing apps

Frequently visited locations

As well as being built into Google’s Android and
Apple’s iOS software, location sharing is often a
feature of popular apps, for example Snapchat’s
Snap Maps, specifically designed to appeal to
children, or WhatsApp Live Location. These usually
require the user to turn the feature on.

A function of mobile operating systems is to
document location history, which can provide
someone with access to all past locations a child
may have visited since location permission was
granted. Anyone with access to a child’s phone
could establish where they go and when an build
up a pattern of where they are likely to be at any
particular time of the day.

Wi-Fi surveillance

Stalking apps

Although location tracking is associated with GPS,
in urban areas Wi-Fi is more important. Tech
companies have built up highly accurate pictures
of the location of Wi-Fi networks in towns and
cities. As a smartphone moves within range of
these networks, it’s possible to accurately
calculate that device’s location.

Whilst these apps are often illegal, gathering
evidence for prosecutions can be difficult. Stalking
apps are designed to monitor someone’s
smartphone communication and location without
their knowledge or consent and could be used as
part of harassment or stalking activity.

Safety Tips
Disable when not in use
It’s possible to turn off or limit location sharing on mobile
devices, but this will also disable other features such as street
navigation. It may be better to explore which apps are using
location sharing and in what ways and that young people
know to turn if off when the app is not in use.

Discuss the risks
Young people are often unaware that location sharing is
powerful and open to abuse. Talk to them about how it can
be misused and discuss the importance of keeping their
data private. Tell them to never provide others with
unauthorised access to their phone and to always keep it
locked when not in use.

Talk about location monitoring
Remind children that smartphones are a powerful
technology that can monitor and record everywhere a
person goes as well as all their communication. Talk
about the law and about what they can and can’t do to
others and that monitoring someone else’s location
without their consent is a huge invasion of their privacy.

Our Expert
John Dunn

John E Dunn is a hugely accomplished
cybersecurity expert who has edited
and written for numerous computer
and technology magazines since the
early 1990s, most recently Which
Computing, The Register,
Computerworld and Naked Security.
He is the co-founder of Techworld and
has featured on BBC TV/radio as well as
CBC Canada.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 15.09.2020
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

How to Set up

PARENTAL CONTROLS
for

APPS
iPhone

Apple devices come with built-in apps already available: Mail, FaceTime and Safari, for example.
However, you can choose which apps and features appear on your child’s device and which ones don’t.
You can also manipulate the features in Game Centre to enhance your child’s safety and privacy when
playing games, as well as blocking iTunes or App Store purchases if you wish.
2.37

2.46

2.52

< Settings Game Center
GAME INVITES

Oscar’s iPhone

Allow Invites
Nearby Players
Allow friends to invite you to play games.
Allow nearby Game Center players to find
and invite you to multiple games over
Wi-Fi or Bluetooth.
GAME CENTER PROFILE

Oscar@NOS
FRIEND RECOMMENDATIONS

Contacts

How to Restrict
Built-in Apps/Features
1
2
3

4

5

How to Restrict
Game Centre
1

Open Settings

2

Tap Screen Time
Tap Content & Privacy
Restrictions
Tap Allowed Apps (you may
need to toggle this to ‘on’ at
the top)
Enable or disable the apps you
wish to appear(or disappear)
on your child’s device

3

4

5
6

How to Restrict iTunes
& App Store Purchases
1

Open Settings

2

Tap Screen Time
Tap Content & Privacy
Restrictions
Tap Content Restrictions (you
may need to switch the toggle
at the top to the ‘on’ position)

3

4

5

Scroll down to Game Centre
Choose between Allow, Don’t
Allow, or Allow with Friends
Only in the settings for each
feature

Open Settings
Tap Screen Time
Tap Content & Privacy
Restrictions
Tap iTunes & App Store
Purchases
Select Allow or Don’t Allow for
each feature (you can also
lock these settings with a
password)

www.nationalonlinesafety.com

www.nationalonlinesafety.com

@natonlinesafety

/NationalOnlineSafety

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 22.09.2021
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

How to Set up

PARENTALforCONTROLS

APPS

Android Phone
On Android phones, restricting access to particular apps usually requires going onto Google Play. From there, it’s fairly easy to
navigate your way through the settings to manage the parental controls and authentications relating to any apps on the device. These
features can prevent your child from downloading or buying anything unsuitable for their age. Updated versions of apps or games
that your child has already installed may occasionally contain something inappropriate, so we’ve explained how to stop those, too.
<

Settings

General

Auto Update Apps
Kumail@NOS

Over any network
Data charges may apply

Manage Settings

Over Wi-Fi only

Location - Updated 3 min ago

Don’t auto-update apps

User controls

Parental Controls

UK

On

How to Stop
Auto-updates

How to Block App Downloads
(This Also Disables In-app Purchases):
1
2
3
4
5
6
7
8
9
10

Open Google Play Store
Tap the profile icon in the
top right

1
2

Tap Settings

3

Scroll down to the Family section
and tap Parental controls

4

Toggle ‘Parental controls are off’
to ‘Parental controls are on’

5

Open Google Play Store
Tap the profile icon in the
top right
Tap Settings

Restricting Apps Through
Google Family Link
1
2
3

Tap Auto-Update Apps
Select ‘Don’t auto-update apps’
and then tap Done

4
5
6

Create a PIN and tap OK

7

Confirm your PIN and tap
OK again

Open Google Play Family Link
for parents
Tap the three horizontal lines in
the top left
Select your child’s account
Tap Manage
Tap Controls on Google Play
Tap Apps & Games
Select the age limit you wish
to set

Tap Apps & Games
Set the age limit you wish to set
Tap Save to apply your changes
www.nationalonlinesafety.com

www.nationalonlinesafety.com

@natonlinesafety

/NationalOnlineSafety

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 22.09.2021
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

10 Top Tips for ...

KEEPING CHILDREN
SAFE FROM CYBER CRIME

We all want to continue being informed and inspired by the ever-expanding capabilities of the internet. But we also need to be able to
safeguard ourselves against the growing amount of online hazards. Knowing what is fact, understanding what dangers exist and taking
appropriate steps can go a long way towards protecting yourself and your family. National Online Safety has collaborated with the Yorkshire
and Humber Regional Cyber Crime Unit to compile 10 pointers to help you keep your children safe from cyber crime.

1. Spot Phishing Bait

2. Don’t Over-Share

Phishing messages are untargeted mass emails asking
for sensitive information (e.g. usernames, passwords,
bank details) or encouraging recipients to visit a fake
website. It’s safest to learn the warning signs of phishing
and increase your child’s awareness. Too good to be
true? Spelling or punctuation errors? Odd sense of
urgency? These are all red flags. Don’t click on links or
follow demands: if you’re unsure, contact the official
company directly online to enquire further.

Is your child sharing too much on social media? Do
they post things about their private life, upload
images of your home, or discuss their friendships
and relationships online? Criminals will gather this
information and may try to use it for identity theft
or other offences such as fraud. To combat this,
ensure your child’s privacy settings mean they are
only sharing information with family and close
friends. Use parental controls where appropriate.

>

<
<

>

<

>

3. Encourage Strong Passwords

4. Stay Updated

Weak passwords make it faster and easier for
someone to gain access to your online accounts or
get control of your device – giving them a route to
your personal information. For a strong password,
national guidance recommends using three random
words (e.g. bottlegaragepylons). Consider paying for
your child to access a password manager.
Encourage them to have a separate password for
their email account. Ensure the whole family uses
two-factor authentication where possible.

People often put off installing updates to apps or
software because they don’t feel it’s necessary, it
can be time consuming, or could cause problems
with programmes they rely on. But updates help
protect users from recently discovered
vulnerabilities to malware. You can usually set
them to run automatically – encourage your child
to select this option. Ensure updates are installed
as soon as possible after you’re notified they’re
available.

5. Back up Your Data

6. Be Wary of Public WiFi

Some cyber attacks can lead to the theft or deletion
of important (and possibly sensitive) data or loss of
files (like photos and videos) that can’t be replaced.
Backing up your data to the cloud – or to another
device – will help prevent data loss if you ever
become the victim of a cyber attack. Where possible,
set your child’s devices to back up automatically.
Also encourage them to back up their data prior to
installing any updates.

Free public WiFi is commonplace – but it’s often not
secure and sends unencrypted data via the network.
A hacker on the same network could access personal
data (like financial information) without you even
realising they’d done so. To avoid this, suggest to
your child that they use their 3G or 4G mobile data
when they’re out and about, rather than free WiFi.
Consider purchasing a VPN (Virtual Private Network)
where possible.

7. Take Care When Chatting

8. Recognise Warning Signs

Criminals may look to manipulate others online
and coerce them into using their talents or cyber
skills for unethical means. Try to get your child to
be open about who they are talking to online.
Communication tools such as Discord are
popular among gamers – but be cautious of the
other people using them, and ensure you know
who your child is chatting with.

Often, budding cyber experts will relish the challenge
of testing themselves or earning recognition from
peers for their exploits. Even principled ‘white-hat’
hackers will look to test their skills online. If you think
your child is interested in hacking, try to understand
what their motivation is. You could encourage their
participation in ethical competitions such as bug
bounties.

9. Understand Their Motivations

10. Know the Consequences
Many young people may feel that hacking is
essentially a light-hearted prank, and not
especially serious. So make sure your child is
aware of the implications of a conviction under
the Computer Misuse Act – not only the possibility
of a criminal record, but also lifelong travel
restrictions and damage to their future career or
educational prospects.

Those being influenced online to use their skills
unethically may display certain key warning signs.
Sudden evidence of new-found wealth (unexplained
new clothes or devices, for example), secrecy around
their online behaviour or boasting of new online
friendships are all causes for concern. If in doubt,
refer through to your regional cyber crime team.

Produced in Partnership with
The Yorkshire & Humber Regional Cyber
Crime Unit (YHRCCU) works with the National
Crime Agency (NCA) and other partners, in
the UK and abroad, to investigate and prevent
the most serious cyber crime offences.

www.nationalonlinesafety.com

@natonlinesafety

/NationalOnlineSafety

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 10.02.2021
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At National Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adults.

What you need to know about...

Brought to you by

?
What is it?

GAMING
DISORDER

www.nationalonlinesafety.com

?

‘Gaming Disorder’

?

In 2018, the World Health Organisation
included gaming disorder as part of its
International Classification of Diseases. Those
with the disorder are categorised as having
impaired control over gaming, increased
priority given to gaming over other activities,
and continuing to game despite the
occurrences of negative consequences.
Naturally, a gaming disorder can affect a
person of any age, with children as much at
risk as anybody of developing symptoms if left
unchecked. While some or all of the symptoms
may appear, they must be consistently
prevalent for a period of at least 12 months to
be considered an Internet Gaming Disease or
IGD, but that time may be decreased if
symptoms are severe.

Know the Risks

Spot the Signs

Impact mental health

Excessive play

Becoming addicted to video games at a young
age can have a serious impact on social and
mental wellbeing. Video games use a lot of
techniques to make them more appealing to the
subconscious. Bright lights, pleasing sounds and
rewarding, repetitive gameplay trigger feel good
chemicals that can be hard to walk away from.

Children might be dedicating an excessive
amount of free time to playing games or
disrupting sleep patterns or social interactions in
order to get an extra game here and there. A few
extra hours a week is normal, but if it becomes a
regular, daily pursuit, it could be a problem.

Lead to injuries
Excessive gaming (especially using a mouse and
keyboard at a desk) can cause problematic
physical injuries. Back pain, eye strain and carpal
tunnel syndrome can all manifest during lengthy
gaming sessions.

Spending time with family and friends or engaging
in other activities and hobbies will fall by the
wayside with gaming disorder. Life and fulfilment
begins to orbit around playing video games,
where the same enjoyment just can’t be found in
other pursuits or social activities.

Mood changes

Increase isolation
Playing video games can be quite an isolating
experience. The need to play them can often
outweigh the need to do other daily tasks like
exercising, socialising with friends or even eating, to
the point where little or no enjoyment is gained from
doing anything but gaming.

Getting angry or defensive when asked to stop
gaming or becoming irritable when not playing are
both warning signs of a gaming disorder. There’s a
difference between being upset when losing (which
is quite normal) and being angry to the point of
physical aggression.

Gambling problems

Induce stress
Stress can be extremely damaging to adults and
children. It is a known contributing factor to heart
disease, high blood pressure, diabetes, and mental
health conditions. Too much time playing high-octane
video games can leave untold stresses on the body as
well as still developing young minds.

Online gambling may become a problem with
young ones or teenagers who might have access to
their own money. Many games contain features
called loot boxes or microtransaction that have
been likened to gambling. Because they can be so
addictive, children could be pouring huge amounts
of money into games without even realising, or they
may be too ashamed to admit it.

Action and Support
Talk to other parents
It can be difficult to gauge just how much gaming time is too much. To
understand what is normal, talk to other parents about their children’s
gaming habits. This should give a more robust idea of what is healthy
and what might be a cause for concern.

Encourage other activities
It is important for you to encourage other activities. Engaging in real life
sports or social activities and clubs, are excellent ways for kids to spend
time with their friends and peers away from video games. Learning
instruments or new languages are also a great long-term project.

Establish routines
An established routine can encourage regularity and moderation if you
think a child might be gaming too much. Allow an hour or two in the evening
when their friends are online and once everything else like meals,
homework and housework have already been done. Try to set consoles up in
family rooms and keep mobile phones and tablets out of bedrooms at night.

Seek support
If you need to get help for your child, there may be specialist
organisations or clinics who can help to treat gaming disorder and
provide the necessary advice and support However, this should only be
considered as a last resort in cases of long term and persistent problems.
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Social disinterest

Our Expert
Mark Foster

Mark Foster has worked in the gaming
industry for 5 years as a writer, editor
and presenter. He is the current gaming
editor of two of the biggest gaming
news sites in the world, UNILAD Gaming
and GAMINGbible. Starting gaming from
a young age with his siblings, he has a
passion for understanding how games
and tech work, but more importantly,
how to make them safe and fun.

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 11.09.2020
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SEXTING
What parents need to know about

PERCEIVED AS ‘BANTER’

Safety tips for parents
Let your child know that once they have sent a message,
they are no longer in control of it and the messages,
images and videos that they may intend to share with one
individual may end up where the whole world can have
access to them. Even if they completely trust someone,
other people using their phone might accidentally see it.
And, later in life, it may affect their online reputation,
especially if universities, employers or future partners
access the imagery.

Meet our expert

Jonathan Taylor is an online safety expert and former
Covert Internet Investigator for the Metropolitan Police. He
is a specialist in online grooming and exploitation and has
worked extensively with both UK and international schools
in delivering training and guidance around the latest online
dangers, social media apps and platforms.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to Know about ...

SOCIAL MEDIA SCAMS
On any social media platform, you’ll often come across links to genuine-looking websites. They might include an exclusive offer for
one of your favourite shops or invite you to complete a quiz in return for a particular reward. In some cases, clicking on these links
takes you to a fake website where you are asked to provide your personal details. The whole enterprise is a ploy to capture sensitive
details, such as your email address and password, which the scammers then exploit at your expense.

Clickjacking for fake rewards

Threats disguised as quizzes

Here, the attacker tries to lure you into
clicking a link by offering something in
return, such as a free gift for completing a
survey. However, when the link is clicked, it
collects the details of whoever fills out the
survey. This might include full names,
addresses, phone numbers and email
addresses. Scammers could use these to
hack into your other accounts or simply sell
your data to other criminals.

Most quizzes on social media seem
harmless, but many come with hidden
threats. When you submit your answers,
you’re also agreeing to terms and conditions
which – in some cases – allow the quiz
developer to sell your details to third parties.
This puts you at greater risk of phishing
attacks and spam advertising emails. It
might also give the app permission to use
information from your profile.

Malicious app downloads

Untrustworthy URLs
It’s common on social media for URLs in
posts to be shortened (to meet Twitter’s
character count, for instance). This may
seem harmless, but it opens an avenue of
attack for scammers who may be
disguising a malicious link as legitimate.
These links can install malware on the
victim’s device, which could lead to
passwords being stolen or even be the
precursor to ransomware attacks.

Some cybercriminals design software that
appears genuine or helpful (and is normally
free) but has been created to steal your
personal information. There may be a
pop-up ad encouraging you to download
and install the app. Once the app is
downloaded, the attacker can see any
personal credentials you enter, and could
then use this information for their own gain.

‘Payment first’ scams

Angler phishing scams

Prevalent on sites such as Depop, these
scams have spread to Facebook since it
added the Marketplace feature. A user lists
an item for sale and requests payment up
front. Most online stores work this way, but
the crucial difference is that scammers ask
for payment via PayPal friends and family –
not goods and services. This means you can’t
dispute the payment: the scammer keeps
your money, and you never receive the item.

Using a fake corporate social media
account, the scammer pretends to be from
customer services. When someone
complains about customer service on
social media, the fake account messages
them asking for their name, phone number
and email. If the user provides this info, they
are directed to a fake website where they
enter their login details. The attacker can
then steal their credentials or infect their
device with malware.

Advice For Parents & Carers
Set strong passwords

Review your privacy settings

Protect your personal information

Always ensure that your passwords are not easily
guessable. Try to use a mix of letters, numbers and special
characters so that criminals cannot forcefully get control.
You should also change your passwords every so often to
provide further protection against your accounts being
taken over. If you have any concerns about your account’s
privacy, change the password.

Regularly review your privacy settings on social media.
You can restrict which parts of your profile can be seen and
by who. We recommended making your personal
information only visible to friends, which will help to limit
the information a scammer could find out about you from
social media. It’s also safest to only accept friend or follow
requests from people that you actually know.

Avoid opening suspicious emails

Choo se trusted download sources

Install anti-virus software

When you get an email, always check the sender’s
address before opening it. If it’s an unexpected email and
the sender is a stranger, mark it as junk (in case they try
again in future) and simply delete it. They could be a
scammer who’s simply seen your email address on your
social media profile. Being aware of phishing attacks is the
primary method of defence against scam emails like this.

Don’t download apps or files from unknown sites – instead,
use verified and trustworthy sources (such as Google Play
or the App Store for download to mobile devices). You can
recognise safe sources by their trust seals. The browser
address bar on a secure site starts "https" instead of "http".
A shield or lock symbol in the address bar also indicates
that a site is secure.

Another key tip is to ensure that you have robust and
reliable virus protection installed on any of your devices
that support it. Anti-virus programmes will help to insulate
you against cyber-attacks by blocking any malicious
downloads or detecting any recently downloaded malware
and removing it. Update your virus protection software
regularly and carry out frequent scans of your device.

Never enter personal information on unfamiliar websites. If
you were redirected to a site from a social media post or an
email link, putting in your personal details could give key
information away to a scammer. Fraudsters may pose as
someone you know to try and get your address or bank details
(or your family’s). If this happens, block the user and tell your
family, so the scammer can’t try to deceive anyone else.

Meet Our Expert

Formed in 2016, KryptoKloud provides cyber security and resilience
solutions to its customers. With offices in the UK, the company
offers managed service operational packages including cyber
security monitoring and testing, risk audit, threat intelligence and
incident response.

www.nationalonlinesafety.com

@natonlinesafety

/NationalOnlineSafety

@nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 15.09.2021
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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What parents need to know about
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Instagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is
accessible on iOS and Android devices, allows users to upload images and videos to their feed, create interactive
‘stories’, exchange private messages or search, explore and follow other accounts they like. Images and videos can
be transformed with an array of filters to edit the shot before sharing and anyone with an account can see others’
online ‘galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags
and captions to their uploads. That’s why we’ve created this guide to help parents and carers understand exactly
what Instagram is about.

HOOKED ON SCROLLING

IMPACT ON WELLBEING

EXPOSING LOCATION

Many social media platforms, Instagram included, have been
designed in a way to keep us engaged on them for as long as
possible. Behavioural economist, Nir Eyal, calls this the ‘Hook
Model’ and the Instagram feed is a great example of this.
Children and adults may find themselves scrolling to try and
get a ‘dopamine release’. Scrolling may become addictive and
it can be difficult to stop until children find that ‘something’
they are looking for, quickly losing track of time as they get
deeper into their Instagram feed.

In a report by the RSPH, Instagram was ranked the
worst for young people’s mental health. Using filters on
photos on Instagram can set unrealistic expectations
and create feelings of inadequacy. Children may strive
for more 'likes' by using realistically edited photos.
Judging themselves against other users on the app
might threaten their confidence or self-worth. In early
2019, Instagram banned images of self-harm and
suicide, following the suicide of 14-year-old Molly
Russell, who had reportedly been looking at such
material on the platform. They since extended the ban
to include drawings, cartoons and memes.

Public locations can be added to a user’s photos/videos
and also to their stories. While this may seem like a good
idea at the time, it can expose the location of your child.
This is particularly more of a risk if it is on their story, as it
is real time. A photo which includes landmarks in the area,
their school uniform, street name, house and even
tagging in the location of the photo uploaded to
Instagram can expose the child’s location, making it easy
to locate them. If their account is public, anyone can
access their account and see their location.

SLIDING INTO DMS
Direct messages (or DMs) on Instagram allow users to share
posts, images, videos, voice messages and calls between
each other privately (or in a private group). Even if your
child’s account is set to private, anybody has the option to
message them and send them content. If the person is not
on your child's friends list, the message will still be sent to
their inbox but the user has to accept their request to see
the message.

INFLUENCER CULTURE
Influencers are sometimes paid thousands of pounds to
promote a product, service, app and much more on social
media. When celebrities or influencers post such an advert,
they should add a disclaimer somewhere in the post which
states that they have been paid for it. Commonly, this is
well-hidden in the hashtags or in the comments of their post,
making it unclear that their photo/video is actually an advert.
This can be very misleading to young people who may be
influenced into buying/wanting something promoted by
somebody they admire, creating a false sense of reality and
potentially affecting their mental health and wellbeing.

LIVE STREAMING
TO STRANGERS

REC

REC

Live streaming on Instagram allows users to connect with
friends and followers in real-time and comment on videos
during broadcast. If your child's account is private, only their
approved followers can see their story. It's important to note
they may have accepted a friend request from someone they
don’t know, which means they could be live streaming to
strangers. Children also risk sharing content they later regret,
which could be re-shared online for years to come. Public
accounts allow anybody to view, so we suggest your child
blocks followers they don't know. In early 2019, data gathered
by the NSPCC found that sex offenders were grooming children
on Instagram more than on any other online platform.

IN-APP PAYMENTS
Instagram allows payments for products directly through
the app. It operates under the same rules as Facebook
Payments, which state that if you are under the age of 18,
you can only use this feature with the involvement of a
parent or guardian.

#

HIJACKED HASHTAGS
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Hashtags are an integral part of how Instagram works, but
they can come with risks. One person may use a seemingly
innocent hashtag with one particular thing in mind, and
before you know it hundreds of people could be using the
same hashtag for something inappropriate or dangerous
that your child shouldn’t be exposed to.

IGTV
Instagram TV (IGTV) works similar to YouTube. Users can
watch videos from favourite accounts on the platform or
create their own channel and post their own videos. It’s
important to note anyone can create an Instagram TV
channel and doesn't have to be friends with a person to
follow an account and watch their videos. In 2018
Instagram apologised and removed some of its TV content
which featured sexually suggestive imagery of children. As
the feature may encourage spending more time using the
app, it's important to set time limits to avoid children's sleep
or education being disturbed.

Top Tips for Parents & Carers
RESTRICT DIRECT MESSAGES

MANAGE DIGITAL WELLBEING

FILTER INAPPROPRIATE COMMENTS

If your child receives a message from somebody they do not
know, encourage them not to accept their message request
and ‘block’ this person; this is the only way to stop them
messaging your child again. Children can also ‘tap and hold’
the individual message to report it directly to Instagram as
well as reporting the account itself.

Instagram now has an in-built activity dashboard that allows
users to monitor and control how much time they spend on
the app. Users can add a ‘daily reminder’ to set a limit on how
much time they want to spend on Instagram, prompting
them to consider if its been too long. In addition, once users
have caught up with all the previous posts since they last
logged on, they’ll receive a ‘You've completely caught up’
message. Both features can help you have a conversation
with your child about how much time they are spending on
the app and to set healthy time limits.

Instagram has an ‘anti-bullying’ filter, which hides comments
relating to a person’s appearance or character, as well as
threats to a person’s wellbeing or health. The filter will also
alert Instagram to repeated problems so that they can take
action against the user if necessary. This is an automatic filter,
which should always be enabled. Children can also report
abusive behaviour or inappropriate/offensive material
directly to Instagram from the app. This includes posts,
comments and accounts.

LOOK OUT FOR #ADS
In 2019, the UK’s Competition and Markets Authority
launched an investigation into celebrities who were posting
adverts on social media and not declaring that they were
paid for. Influencers must clearly state that they have been
paid for their posts, for example using a hashtag like #ad or
#sponsored. Teach your child to look out for the signs of a
paid post/advert and discuss with them that not everything
they see from celebrities is their personal choice and
opinion.

MANAGE NEGATIVE INTERACTIONS
If your child is receiving unwanted or negative comments,
they can block that account so that they can’t interact with
them. This stops them seeing and commenting on their
posts, stories and live broadcasts. In addition, your child can
instantly delete unwanted comments from their posts, turn
them off completely and control who can tag and mention
them in comments, captions or stories, from everyone, only
people they follow, or no one at all.

PROTECT PERSONAL INFORMATION
Your child may unknowingly give away personal
information on their profile or in their live streams. Talk to
them about what their personal information is and make
sure that they do not disclose anything, including their
location, to anyone during a livestream, comment, direct
message or any other tool for communication on the
platform, even to their friends.

USE A PRIVATE ACCOUNT
By default, any image or video your child uploads to
Instagram is visible to anyone. A private account means that
you have to approve a request if somebody wants to follow
you and only people you approve will see your posts and
videos. Children should also use a secure password and
enable a two-factor authentication to add an extra layer of
security to their account.

Meet our expert

Parven Kaur is a social media expert and
digital media consultant who is passionate
about improving digital literacy for parents
and children. She has extensive experience of
working in the social media arena and is the
founder of Kids N Clicks, a web resource
helping parents and children thrive in a digital
world.

TURN OFF SHARING
Even though this feature will not stop people from taking
screenshots, it will stop others being able to directly share
photos and videos from a story as a message to another
user. This feature can be turned off in the settings. We also
recommend turning off the feature which automatically
shares photos and videos from a story to a Facebook
account.

REMOVE PAYMENT METHODS
If you are happy for your child to have a card associated
with their Instagram account, we suggest adding a PIN
which needs to be entered before making a payment; this
will also help prevent unauthorised purchases. This can be
added in the payment settings tab.

DON’T FORGET TO BE VIGILANT & TALK TO
YOUR CHILD ABOUT THEIR ONLINE ACTIVITIES!

*NEW FOR 2020* INSTAGRAM REELS
Instagram Reels is the latest update from Instagram that
gives users the ability to record and edit 15-second multi-clip
videos with audio, effects, and new creative tools. It is the
apps answer to TikTok and can be accessed via the Stories
feature. Reels can be shared with friends and family,
however, if your child has a public account, it could be shared
wider via ‘Explore’ and viewed by millions of strangers online.

SOURCES:
https://about.instagram.com/about-us | https://about.instagram.com/community/safety | https://www.bbc.co.uk/news/uk-47410520
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Hackers can be a real problem in any online
game, including Minecraft. Some
individuals can access other people’s games
to disrupt their play time, or even worse,
access private details about players such as
their names, email addresses, dates of birth
and so on. It would be incredibly rare and
unfortunate to encounter a player like this,
but it does happen and must be taken as a
serious risk.
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Office Location
Boise State University
Chrisway Annex Building
2103 University Drive, Rm. 105

Mailing Address
Idaho RADAR Center
Boise State University
1910 University Dr., MS 1860
Boise, ID 83725

Phone/E-mail/Web
(208)426-3471
radar@boisestate.edu
boisestate.edu/radar

This booklet was compiled by:
Idaho RADAR Center at Boise State University
with information from National Online Safety
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